Certified SafePLC

Practice-oriented programming of certified Safe PLCs

» Mr. Sasse, safety software is available for
some time now. Is it well established in practice by
now or do most users still approach the safety
technology conservatively?

This always depends on the application. In the case
of simple standard machines with possibly a maximum
of five safety items, the conventional safety technology
using safety relays will play an outstanding role also in
the future. Here, the cost-benefit ratio is simply better
because, in contrast to this, the commissioning of a
programmable solution is more complex. However, we
assume that the prices for safety controls will be going
down further and stop at a price level of 300,- up to
350,- €. At this price level, also safety controls can be
profitable for machines with only a few safety items and
requirements.

» What are the arguments against a
conventionally wired safety solution?

As of five safety items, there are reduced wiring
efforts if a fieldbus-based solution is used. Additionally,
diagnosis is improved. If a fault occurs at a great
machine installation, all lines have to be measured in
case conventional technology is used because the
safety relays are usually switched in series. If a
programmable control is implemented, the user
interface displays which 1/0 connection does not
correctly trip or is not correctly activated. A further
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Software becomes more and more
important in the field of automation -
and also in field of safety engineering.
But when is the use of a safety control
profitable? What is important for the
use of this type of control? In which
direction is the development of safety
controls going? These and other
questions, asked by IEE chief editor
Frank Nolte, were answered by Volker
Sasse, Sales Manager at KW-Software.

KW-Software's safe control covers the complete
engineering chain that reaches from the planning phase,
to PLC programming and check lists for validation, up to
the safe parameterization of devices as well as
commissioning and, in future, also simulation of
application programs.

argument is the greater comfort when commissioning
the installation.

» This does not require any special knowledge?

No, because a user, who is able to program a PLC
can also program the safety control by means of the
graphical programming languages FBD and LD. Other
languages, especially textual languages with jumps and
labels within the code, are not accepted in the safety
technology. However, the project developer should
have safety-relevant knowledge because validation
measures as well as test mechanisms have to be
followed and documented. Concerning this, TUV and
German Berufsgenossenschaft offer trainings for
realizing and implementing this type of process model.

» Where is the difference between your safety
control and other controls?

Safeprog covers the complete engineering chain
starting from project planning, to PLC programming and
the check lists for validation, up to the safe
parameterization of the devices as well as the
commissioning. With the next version, release 2.4, also
a simulation will be implemented. Thus, we provide the
full functionality within one development tool.

In addition, the system is a completely diversified 2-
channel system in which any channel works according
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to different mechanisms. Other tools, that do not have a
certified engineering user interface, only monitor the
data integrity. This does not guarantee the security of
the development. In our system, already the editors are
equipped with safety measures that guarantee the
correct data input and prevent from data corruption. By
comparing the two completely different compilers,
nearly all errors are detected. The software diversity is
the qualitative best practice to use software in the
safety technology.

» Which role plays your safe operating system
Safe0S?

Safeprog as engineering user interface and SafeOS
as runtime system form a unit. The intermediate code
generated by Safeprog is downloaded to the control
and, during bootup, compiled by SafeOS into machine
which can then be processed by the processor. Like
Safeprog, SafeOS is also a 2-channel system with
synchronization points between the compilers. This is
required, because they must provide the same results
at particular points of time to be able to process these
results. Due to our completely compiler-based system,
we reach operating times of 300 ps for processing
simple logic.

» Programming is facilitated by the 20 different
PLCopen function blocks, 17 of which you have
implemented one year ago. What is the current
state concerning this?

By now, all 17 function blocks are also certified.
Thus, Safeprog is the only safe PLC which provides
about 75% of the most important functions based on
the PLCopen standard by the certified function blocks.
This simplifies not only programming but also system
acceptance. After all, the Emergency Stop function we
have realized with the software does not have to be
tested once more because it has already been
accepted by a certification authority.

» What is with the 3 remaining function blocks?

These motion-specific function blocks will be
available at the end of 2007/beginning of 2008. They
allow the integration of the drive level by means of
customer-specific interfaces. If, for example, the safe
speed of rotation has to be activated, the function call is
sent to the drive controller via an axis-specific interface.
If the speed of 1000 rotations is reached and safely
monitored, the message 'safe speed of rotation
reached' is sent to the safe PLC and the safety door
can be opened. Thus, also safety-relevant drives can
be integrated into the concept.

» Which are the developments you are
currently working on?
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First, we want to simplify the parameterization and
make it more comfortable. Furthermore, we want to
develop a simulation software and a C interface which
allows to integrate C code into safe programming.
Complex controls written in C can then be integrated
into the safety logic as a function call. This would give
us an alternative to the graphical programming
languages.

TECHNOLOGY IN DETAIL

KW-Software provides solutions for the entire range of
safety-related applications according to IEC 61508,
especially up to SIL3: Starting with small safety controls
with only a few safe inputs/outputs up to a complex, safety-
relevant system. The safety platform includes SAFEGRID -
the safe device parameterization tool for safe switching
devices or safe small controls with predefined safety logic.
As the safe parameterization is also one of the tasks of a
freely programmable safety control, Safegrid is also integral
part of the Safeprog programming platform. Safeprog in
combination with the safe runtime system SafeOS allows
the realization of a safety control for complex tasks up to
SIL3 with integration into the non-safe area. Among other
things, the free programmable IEC 61131 logic and the
PLCopen safety function blocks for safe control systems
are contained. In addition, Safeprog with a reduced
functional range can be used for configurable safety
controls, i.e. for simply connecting certified function blocks
by only a few basic logical functions.

"The software diversity we offer is the best safety measure
in order to eliminate accidental and also systematic
software errors."Dipl.-Wirtsch.-Ing. Volker Sasse, Sales
Manager for safe software components at KW-Software
GmbH (vsasse@kw-software.de)

The German version of this interview has been published in
the magazine "IEE", issue 08-2007.

Further information:
KW-Software GmbH
Lagesche Str. 32

32657 Lemgo, Germany

Fon +49 (0)5261-9373 -0
Fax +49 (0)52 61 -93 73 - 26
Mail: info@kw-software.com
http://www.kw-software.com
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